	COMPACFLT ISSM Workshop

Date and Location: 9-11 September 03 at the Naval Station Pearl Harbor, Honolulu, HI

Overview:  The purpose of the course is to provide IA operational training.  The scope of the course is currently addressing, IA Tool Kit, STAT Tools, CNVA Tools, PKI, DITSCAP/SSP Process, SSAA, and Incident Handling Procedures.

Agenda: 

9 September:
0700-0815    Registration/Sign In

0815-0830    Introduction and Welcome 

 1. Introduction to Information Assurance Security Goals 

    Why the need for Information Assurance Security

    The goals of a security infrastructure 

    Understanding requirements and risks 

2. Information Assurance Security Basics - A primer on Information Assurance Security technology 

    Access Controls 

    Firewall Technology 

    IDS Technology 

    Cryptography 

3. Vulnerability Analysis and Risk Management 

10 September:

Start: 0830

1. Incident Handling Procedures and Forensic Investigations 

2. Understanding Windows NT/2K Security 

3. Understanding Password Management

3. The IT Toolkit 

4. Certification and Accreditation 

5. DITSCAP Risk Assessment Guide 

11 September:

Start: 0830
1. The CNVA Process 

    Performing a vulnerability assessment 

    Hacking demonstrations 

2. Auditing and Intrusion Detection 

3. Understanding Hacker Attacks 

    Network attacks 

    Malicious code 

4. Understanding Wireless Security Issues   

5. Course wrap-up
There will be twenty-minute breaks each day at 1000 and 1400 and a one-hour break for lunch.

There will be a $20 registration fee (cash only) which will be received at sign-in on the 9th

Information WRT billeting/ Hotels: 

Naval Station BOQ at 808-473-4165

Pearl Harbor BEQ 808-473-5983

Makalapa BOQ at 808-471-3041
Halekoa Hotel - 808-955-0555

	

	


